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AHHOTAIIUA

B HacToslleM OOKyMeHTe IpuBeOeHBl TpeboBaHUS K SKCIJIyaTallUd B BUPTY-
aTbHOM Cpefde CpedCcTB KpuIlTorpadguyeckou 3alluThl MHGOpMaIUU, B TOM YUCIIE
BAMB.00060-06 «CpencTtBo Kpurtorpadudeckor 3aluThl HGopMaliuu «Banunoarta
CSP» Bepcusa 6» (manee — CK3HM «Banupgata CSP») u Opyrux nporpaMMHEBIX IIPO-
OYKTOB, pyHKIMoHUpPYylomux coBMecTHO ¢ CK3U «Banupata CSP». [lanee B TekcTe
OOKyMeHTa KO BCEM CpeACcTBaM KpUITOrpahmuyeCcKol 3allluThl IPUMEHSIETCSI TEPMUH
«CK3W».

TpeOoBaHHsI HacTOsAIIero PykoBoacTBa pacHpoOCTPaHSIOTCSA TOJJBKO Ha
CK3W, obecnneunBaoue 3allIUTy N0 YPOBHIO 3amuThl KC1. ®yHKIITHOHHPO-
Banue CK3H, obecnieunBalomux 3aniuTy mo ypoBHIO 3amutbl KC2 u KC3, B
BHPTYA/ILHOM Ccpejie 3alpeliaeTcs.

IlaHHBIM [OOKYMEHT MOOIXKEH IIPUMEHSIThCA TOJIbKO BMECTe C [OOKYMEHTOM
BAMB.00060-06 93 01 «CK3M «Banupmata CSP» Bepcuss 6. PykoBoncTBO ap-
MUHHCTpPaTopa wuWHOpMamuoHHON Oe3omacHoCcTu». I[Ipu 3TOM TOJIOKEHUS Ha-
CTOSIIIETO MOOKyMEHTa MOTYT 3aMeHSTh aHaJIOTUYHBLIE IIOJIOXKEHUS [JOKyMeHTa
BAMBE.00060-06 93 01 «CK3HM «Bamupgata CSP» Bepcus 6. PyKOBOOCTBO agMWHU-
cTpaTopa nHGOPMaIMOHHOM 6€30aCHOCTH», B 3TOM CJIy4ae TpeOOBaHUS HAaCTOSIIETO
OOKYMEHTAa SIBISAIOTCS IIPUOPUTETHHIM.

Ha ocnoBe Hactosamero PykosonctBa u nokyMeHTa BAMB.00060-06 93 01 «CK3U
«Banmumata CSP» Bepcusi 6. PYyKOBOICTBO agMUHUCTPATOpa MHPOPMaIIMOHHON 0e3-
OIIaCHOCTHU» B 9KCILTyaTUPYIOIIEe OpraHu3aliy OJOIXKHBI OBITh pa3paboTaHbl HEOOXO-
OUMble OpTaHU3allMOHHBIE ¥ METOOUYEeCKUe NOKYMEHTH! OJII aAfMUHUCTPATOPOB MH-
dopmanmonHoOM 6€30IIaCHOCTU UM II0JIh30BaTEIeW Pa3IUYHBIX aBTOMAaTHU3UPOBAHHBIX
CUCTEM U ITPOTPAaMMHBIX KOMIIJIEKCOB C Ilenbio obecreuenus sakcunyatanuu CK3U B
BUPTYaJIbHOU Cpefe.
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1 OCHOBHBIE 3JIEMEHTHI BHPTYAJIBHOHU
CPEIDbBI

BupTtyanusanuuio MOXKHO OIIPeAeInTh KakK IIPOoLieCC IpencTaBlIeHUu IPOrpaMMHEI-
MU CpefacTBaMH1 Habopa allapaTHBIX BLIYUCIUTEIbHBIX PECYPCOB (MIHU UX JIOTUYECKO-
ro o0begUHEeHHNs) Ha 0CHOBe (PMKCUPOBAHHOM allllapaTHOMN Oa3HI.

Cnepnytoiiue noapa3nenbl IOCBIIIeHB KpaTKOMY OIMTMCaHNI0 OCHOBHEBIX 3JIEMEHTOB
BUPTYaJIbHOU CPEQHL.

1.1 BupryajnbHass MallIMHa

BupryanbHas MmamuHa (BM) — nporpaMMHasi CUCTeMa, SMYJIMPYIOIlas amaparT-
Hoe oOecredyeHre HEKOTOPOU IIaT(GOPMBI ¥ MCIIOJIHSAIOIIAS OJIsi HEE€ IMPOorpaMMbl Ha
TaK Ha3bIBAeMOU XOCT-yIaTPopme, T.e. GPU3NYECKOUN MalllMHe, Ha KOTOPOU Pa3BEPHY-
Ta BUPTyaJibHasA MalllkiHa.

B BM, Kak 1 Ha peaJlbHbIM KOMIIBIOTED, MOXKHO YCTaHaBIWBaTh pa3/IM4YHEIE Ollepa-
nroHHBIe crucTeMbl (OC) u mporpamMmuoe obecnedenue (I1O). Ha ogHou pusnyeckou
MalIruHe MOXKeT PYHKIMOHUPOBATh HECKOJILKO BM.

1.2 T'monepBu30p

['unepBU30p (MOHUTOP BUPTYaJIbHBIX MAlllMH) — IIpOrpaMMa UJIY allllapaTHas cXe-
Ma, obecrieuymBaroiasi UK IIO3BOJISIONIas OJHOBPEMEHHOE W MapaJslIelIbHOEe BBIIIOJ-
HeHle HeCKOJIbKMX BUPTYyaJIbHBIX MAIlIMH Ha OmHOU ¢u3nyeckou. [mmepBusop obec-
rmevyrBaeT U30iA1Mi0 BM mpyr oT gpyra, ux 3alluTy ¥ 0e30IMacHOCTb, pa3delieHue
PEeCypcoB MeXKYy pa3/InuyHLIMU 3anyileHHbsIMu OC U yIIpaBIeHUEe 3TUMHU PeCypCaMu.
KpomMme Toro, runepBu30p MOXKET NPedoCTaBIsATh paboTaloIluM MO eT0 yIIpaBlIeHU-
eM Ha OJJHOM XOCT-KOoMIIbioTepe BM cpeqcTBa CBSI3U U B3aUMOIENCTBUSA MEXIY cOO0M
(HanmpumMmep, yepe3 obMeH daiiiaMu UKW CeTEeBble COEMUHEHHUsI) TaK, KaK eCJiu Obl 9TH
BM sBIsnuch pa3nudHbBIMU (PU3NUYECKUMU YCTPONCTBAMHU.

['unepBu30p npencTaBiseT coboi MuHUManbHyl0 OC, IIpeaoCTaBIIsSIONIyIO 3ally-
IIEHHBIM I10J ero ynpaBineHueM OC sMyIsSIMio anapaTHOTo obecriedyeHus U yIpas-
JISIOUTYI0 3TUMU BUPTYaJIbHEIMM MalllMHaMM, BhIIEIeHUEM U 0CBOOOXKOEHUEM pPecyp-
COB IJisl HUX. [ MIepBU30p II03BOJIIET HE3ABUCHUMOE BKIIIOUEHNE, BEIKITIOUEHUE, IIepe-
3arpy3Ky U IIPUOCTAaHOBKY paboThI j1to60# u3 BM ¢ To#t unu unoi OC.

1.3 CucreMma ynpaB/I€eHHSI BUPTYa/IbHOH CpenoH

[TaHHas cucTeMa SBISETCS YPOBHEM apXUTEKTYpPhl BUPTyallbHOU Cpenhl, IIpeaHa-
3HAQYEHHBIM [JIS PEeIleHUs C IIOMOIIBIO allllapaTHO-IIPOTrPaMMHBIX CPEACTB U CPEACTB
CeTeBOI0 B3aMMOJEUCTBUSA 3ajad ylIpaBJIeHHUs BUPTyallbHOU MWHPPaACTPYKTYypOU, Ta-
KHUX KakK:

— yIpaBJieHHe THIePBU30poM (hopMHuPOBaHNE HACTPOEK U 3ajaHKe TapaMeTpPOB);

— HaCTpOfIKa BM, BHUPTYAJIBHBEIX CeTel, HUCIIOJIb3YEMBIX XPaHUJIUIT TdHHBIX;

— IIeHTpaJu3allus BUPTYyaJIbHBIX PecypcoB (obecreuenune paboTwl Bcex BM, BUPTY-
aJIbHBIX CETeBBIX XPAHUJIUII JaHHBIX ¥ BUPTYaJIbHOTO CETeBOIro 000pymoBaHus HHGpOP-
MaIIMOHHOM CUCTEMEI, TIOCTPOEHHOM C UCII0JIb30BAaHNEM TEXHOJIOTUY BUPTYaIn3alluy,
KaK eIMHOM BUPTYyaJIbHOU pacIipeesIEHHON BEIYUCIIUTEILHON CETH);
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— yhOpaBiieHHe mepeMeleHueM (Murpanuei) BM ¢ ogHOTO KOMIOBIOTEpPA Ha OPY-
TOou;

— ONTHMM3AIIHsS PacIpeneieHHBEIX PeCypPCoB;

— OayaHCUpPOBKa Harpy3ku BM.

1.4 CpeacTBa 3alIUTHI BUPTYAaJIBHOM CpPeabI

HmeroTcs B BUOY aAllllapaTHO-IIPOTPaMMHEBIE CPEOCTBA, IIPEIHA3HAYEHHBIE OJIA Pe-
ImeHud 3aga4 II0 3allluTe BHpTyaHLHOﬁ Ccpenbl, TAKUX KakK:

— KOHTPOJIb IOCTyIa CyObeKTOB OOCTYIIa K CPeCTBaM KOHPUTYPUPOBAHUS BUPTY-
aJIbHOTO alllapaTHOT0 00ecleuYeHus;

— pe3epBHOE KOIIMPOBaHUHE 3alluinaeMol WHpOpMAaInu, XpaHUMON Ha (ulnde-
CKHUX HOCUTEJIIX WH(GOPMAIINH;

— ofecreyeHne JOBEPEHHOT0 MHGOPMAIIMOHHOTO oOMeHa (CeTeBOTro B3auMOe-
CTBHS) BHYTPU BUPTYAJIbHON MHOPACTPYKTYPHI MEXKIY aIMHUHHUCTPATOPOM, IIOJIb30Ba-
TeJeM U CPeJICTBaMHU 3allluTHl NH(POPMAIIUY;

— ugeHTUGUKAIUA U ayTeHTuGUKausa Cy0ObeKTOB AOCTyNa IIPU UX JIOKAJIbHOM U
yoanéHHoM obpallleHuU K 060beKTaM BUPTYalbHOU MHPPACTPYKTYPHI;

— YIIPpaBJIEHHE OJOCTYIIOM K KOMIIOHEHTaM BHpTyaHBHOﬂ cpennr;

— KOHTPOJIb IIEJIOCTHOCTH KOMIIOHEHTOB BuUpPTyanabHOU cpenbl (IT1O, d¢aiinos-
o6pa3oB BM, HacTpoek u ImapaMeTpPOB);

— 3amurTa [1O BupTyanbHOU Cpenbl OT BUPYCHOT'O 3apaXKeHus;

— ¢unpTpanus ceTeBoro Tpadrka MexkOy KOMIOHEHTaMU BUPTyaJIbHOU HMHQpa-
CTPYKTYpPHI U BHEIITHUMMU CETSIMU T'UIIEePBU30pa.

1.5 CucreMa xpaHeHHsI TaHHBIX

Cuctema xpaHenusi gaHHbIX (CX]I) mpepacTaBiseT co00M COBOKYIHOCTb CPEACTB
BEIYMCIIMTEIbHON TEXHUKM, NpedHa3HaUYeHHBIX TOJIBKO [JIS XpaHEeHWS OaHHBIX, HC-
TI0JIb3yEeMHIX TIPU peaiu3aliui TeXHOJIOTUY BUPTYaIu3alluu, B TOM Yuciie o6pa3oB BM
1 ODaHHBIX, 00pabaThEiBaeMbIXx BM.

1.6 Tunel rUIIEPBU30POB

Huxe JIaéTCﬂ OIINCaHMEe OCHOBHLEIX THUIIOB T'MIIEPBHU30POB.

1.6.1 ABTOHOMHLIN runepsu3op (Tum 1)

['MmepBU30pH JAHHOI'O TUIIA YCTaHaBIMBalOTCs Ha DBM 06e3 nmpenycTaHOBJIEHHOMN
OC, T.e. paboTalT HENOCPEACTBEHHO Ha allllapaTHOM oOecledYeHUU, KOHTPOJIUPYS
KaK ero, Tak ¥ pa3BopadyMBaeMyI0 BUPTYaJIbHYIO0 MHPACTPYKTYpPy. bnaromaps atomy
TUTIEePBU30PHI TUIIa 1 IEMOHCTPUPYIOT HaUOOIBIITYIO IPOU3BOAUTETHBHOCTb.

[I[pumepoM ruiepBu3Oopa HaHHOTO TUMNa SABIseTcs runepBu3op ESXi dupmer
VMware, npegHa3HadYeHHBIU [J1 3allycKa MHOrux BM Ha 0oqHOM XOCTOBOM KOMIIbIO-
Tepe.

I'unepBu3op ESXi Ha3bIBalOT «TOHKUM>» 3a CJIeOyHollve ero CBOUCTBA:

— B HEM OTCYTCTBYET JIOKAJIbHas CEPBUCHAA KOHCOJIb, ABIIAIOIIAACSA, I10 CYTH, BM,
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3aHUMaloIel GOJIBIITYI0 YaCTh MPOCTPAHCTBA U MTOTPEOIIAIoNIel O0JIbIIYI0 YacTh pe-
CYpPCOB B COCTaBe TUIIEPBU30Pa;

— YCTAHOBOYHHIM KoMmieKT (quctpubytuB) VMware ESXi B Bume ISO-o6pa3a 3a-
HUMaeT npubnusurtenbHo 250 M6. KpoMme Toro, CyllleCcTByeT BCTpanBaeMas BepPCHUs
TUIIePBU30pa, IIOCTAaBIIEMOr0 CO MHOTUMM CepBepaMu Ha BCTPoeHHOU flash-mamsaTy,
3aHuMarmiasa scero 32 Mb.

1.6.2 TunepBH30p Ha ocHOBe 0a30BoM OC (Tum 2)

[mnepBu30pH TUIla 2 paboTaioT IMoBepxX 6a30BOM OIEpPaMOHHONW CUCTEMBI, KOTO-
pasi BBLITIOJIHSETCS Ha allllapaTHOM maTdgopMe 1 obecriedynBaeT CIIyKObBI BUpPTyasini3a-
MK, TaKue KakK INoAaepzKKa yCTPOUCTBa BBOLA/BhIBOA U yIIpaBJjieHUE IMaMAThI0. ['o-
CTEBOU KO IIPU 3TOM MOZKET BHIIOJIHATHCA IPSIMO Ha (PU3UUIECKOM IIpPolieccope, HO
OOCTYI K YCTPOMCTBaAM BBOIa-BhIBOOa KOMMObIOTEpa U3 rocrteBord OC OCylIeCTBIsSIEeT-
csI Yepe3 TaK Hal3bIBaeMbIli MOHUTOP YPOBHS IOIb30BATEJIsI, IBISIOUIUNCS OOBLIYHBIM
npoieccoMm ocHoBHOM OC.

Huxe (Pucysok 1) moka3aHo, 4eM pa3/In4yaloTCs THIIEePBU30PHI TUMa 1 1 Tuma 2.

runepenzop THNAE 1 Mnepeuzop THNA 2

Onepau, Onepau,

7
Onepau, Onepau,. =| Onepay, Onepau,

CHCTEMA CHCTEMA CHCTEMA CHCTEME CHCTEMA CHCTEMA
(I (Il ! I/ I !

NpunoxeHne Npunosetne Npunosetne Mpunosexne Npunoxexne NpunoseHne

| Funepen3cp | | FHnepBUzop |

| KocT-obopynoBaHue | | OnepaunoHHan CHCTEMA |

| KocT-obopynoBaHue |

PucyHok 1 - Pa3nuyusi MeXay rurepBusopamMu tuma 1 u tuma 2

[TpumepoM runepBu3opa Tuima 2 aBnsgercss VMware Workstation.

1.6.3 THOpPUIHBIA T'HIIEPBH30P

[1OpUOHBIN TUIIEPBU30P COCTOUT U3 ABYX YAaCTEMW: aBTOHOMHOTO “TOHKOT'O THUIIEP-
BH30pa”’, KOHTPOJIUPYIOIIEr0 IMPOLecCcop U MaMsATh, a TakKxKe paboTalolled IO ero
yIpasjieHueM crnenuranbHou cepBucHou OC. Yepes cepBucHyo OC rocrtesrie OC 1o-
JIy4aloT AOCTYI K OCTaIbHOMY (pU3N4YeCKOMY 000pPyoOBaHUIO.

[TpuMepoM r’uOPUIHOTO TUIIEPBU30PaA SIBIIsIeTCS TUuepBu3op Microsoft Hyper-V.

1.7 BupryanbHasi MallIUHa

['mnepBU30p MOXKET BHIOENIATH CIIEOYIOIIUe allapaTHeIe pecypctl st BM:

— BIOS/UEFI;

— MaTepuHCKad I1j1aTa;

— PCI IDE-koHTpOLIIED;

— npuBofd KoMHOakT-gucka IDE;
— SCSI-KoHTpONIED;
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— IIpoIieccop (B 3aBUCHUMOCTHU OT PU3UUYECKOHN annapaTHON 4YacCTH);

— CeTeBOU afamTep;

— BUIOeoagaliTep.

OTHU ammapaTHble PecypChl CKOMIIOHOBAHBI TaKUM 00pa3oM, 4TOOBI 00eCIedYuTh
MOAOEePXKKY IIMPOKOT0 KpPyra OCTEBHIX OePallMOHHBIX CUCTEM.

BM MoOXKeT COCTOATH U3 CIEOYIOLUIUX BUPTYaIbHBIX YCTPOUCTB:

— MIPOLECCOPHI: OOUH UJIN HECKOJILKO;

— SCSl-aganTeps (1I1aThl, peaau3yoliie CTaHOapT HOOK/IIYEHNS K KOMIIBIOTEDY
nepudepurHbIX YCTPOUCTB);

— CeTeBble aJlalTePHI;
— MapajienbHble TOPTHI;

— IociepgoBaTe/IbHbIE TIOPTHI;

— CD/DVD-nipuBOmHI;

— USB-HakKonuTenu;

— KJlaBHaTypa, BUAeoKapTa ¥ MHBIIIb.

XKécTtkue nucku B BM 006pryHO gobOaBnsitorcst B Bume SCSI-yCcTpOMCTB.

BM, o cyTu, npencTaBiasieT coO0¥M HECKOIbKO (alIoB, XPaHSIIIUXCS Ha IUCKe XO-
cToBOM OBM, 13 KOTOPBIX TUIIEPBU30P CO3TAET aMyIsaiuio pusndeckor IBM. OObIu-
HO BM cocTout u3 AByX (auios - (paiyia HaCTpoek (1im KOHPUTrypauruoHHOro ¢aiina)
U (payiyia BUPTYaJIbHOTO JKECTKOr0 OHCKa.

1.8 CpeacTBa ynpaBjIeHHsI BUPTYA/IbHOH HHPPACTPYKTYPOH

BupTyanbHass mHGpPaACTPYKTypa IIpPelcTaBisieT co00M OUHaAMHUYECKOe paclipefe-
neHre pU3NYECKUX PECYPCOB B COOTBETCTBUU C TPEOOBAHUSIMM 3KCIITyaTUPYIOIIEH
opranm3anuu. BM wucnonb3yeT MaTepHalbHbIe PECYPCHl OOHOTO KOMIIBLIOTEpPaA, a
BUPTYyaJibHasi MHPPACTPYKTypa — MaTepuaJbHBIE PECYPCH Bcell MH(OpMaIlMOHHO-
TesileKoMMyHUuKauuoHHou (UT) cpenel, GopMuUpys U3 KOMIIBIOTEPOB, a TaKxXKe U3 Mof-
KJIIOYEHHBIX K HUM CeTeUN U XpaHUJIUIL eOquHbd Iy UT-pecypcos.

BupTyanbHas nHGPaACTPYKTypa BKJI04YaeT B ce0s clieqyoliyie KOMIIOHEHTHI:

— TUIEePBU30PHI, YCTaHABIUBAaeMble HEIIOCPEICTBEHHO Ha oOopymoBaHue u obec-
TIeYMBaIOIIKE TTOJTHYIO BUPTyaIu3allii0 KOMIIbIOTEDA;

— CcnyKO0bl BUPTyaJlbHOU MHGMPACTPYKTYPH], TaKKe KaK yIpaBJIeHHE pecypcaMu U
KOHCOJIUAUPOBAHHOE Pe3epPBHOE KONUWPOBAHMNE, KOTOPHIE ONTUMU3UPYIOT MUCIOJIb30-
BaHMe OCTYIIHBLIX pecypcoB BM;

— pelIeHus M0 aBTOMaTHU3alluUl, KOTOPhIe IPEeOoCTaBIAI0OT CIellnaibHbIe CPeCcTBa
onTUMM3alUU ompenaeneHHbx U T-mpoiieccoB, TaKUX KaK aBapUMHOE BOCCTaHOBIIE-
HUe.

Ins1 ympaBieHUst “HGPACTPYKTYPOM BUPTYaIbHOM Ccpedbl MMEIOTCS pa3HooOpas-
HbIE ITPOTPAaMMHbBIE CPENCTBA, TIpeOHa3HaYeHHbIE OJIS:

— yIIpaBJIEHUS TUIIEPBU30PaAMU;
— YIIpaBJIEHUS CETSIMU;
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— yIpasjieHus Murpanueu BM;

— ynpaBiieHus obpa3aMu ¥ CHUMKaMu BM, oTkaTaMu U KOHTPOJILHEIMU TOYKaMU;
— yIIpaBJIEHUSI CUCTEeMaMU XpaHEHUsA NaHHBIX;

— yIpaBJieHus pa3BepThiBaHreM BM u3 1m1ab10HOB;

— yIpaBJIeHUs paclIpenesieHreM Harpy3ku Ha BM;

yIpaBJieHUs IIyJIOM PeCYpPCOB;
— yIpaBiieHus KoHpurypanusmu BM.
[TprMepoM IIeHTPaIn30BaHHOT0 KOMIIJIEKCHOTO YIIPaBIeHU I BUPTyallbHOM UHpPa-

CTPYKTypOr MOXKeT ciykKuTh System Centre Virtual Machine Manager pa3paboTku
Microsoft u VMware Virtual Center paspa6oTku Komnanuu VMware.
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2 TPEBOBAHUA K 3AOHIATE OT HCIO B
BUPTYAJIBHOM CPEJIE

B HacTos1eM pa3nese npuBedeHbl TpeOoBaHUs K 3alIUTe OT HECAHKITMOHUPOBAH-
Horo pgoctymna (HC]II), obycnoBnenHusle cuenudukoit paborst CK3W B BUpPTyalbHOU
cperme.

[omoMHUTENPHO K TpeOOBaHUSIM HACTOSIIEro OOKyMeHTa (KakK [ XOCTO-
BOM, TaK u [nnsaA rocteBod OC) OOJIKHBI BBINIOJHATHLCS TpeOOBaHUS HOOKyMeHTa
BAMB.00060-06 93 01 «CK3HM «Banupgata CSP» Bepcusa 6. PyKOBOOCTBO agMUHU-
cTpaTopa MHGpOPMaIMOHHON 0e30IIaCHOCTU», He MPOTUBOpeYallie HaCcTOSIIEMY [I0-
KyMeHTY. B cinydae ecnu Tpeb6oBanus nokymeHta BAMB.00060-06 93 01 «CK3U «Ba-
nmupata CSP» Bepcust 6. PyKOBOOCTBO agMUHUCTPATOPa MHGOPMAIIMOHHOM Oe30I1ac-
HOCTHU» IIPOTHUBOPeYaT TPeOOBaHUSIM HACTOSIIETr0 HOKyMeHTa, TpeOoBaHUS HaACTOS-
[Iero JOKyYMEeHTa CJIeOyeT CUUTaTh IPUOPUTETHEIMHU.

2.1 Opraau3anus padoor nmo 3amurte ot HCJI

B opranusanuu, skcunyatupymomen CK3U ¢ ucronb30BaHUEM TEXHOJIOTUU BUPTY-
an3alluM, OOJI2KHBI OBITh Ha3HAaUYeHHI POJIM aIMUHUCTPAaTOPOB BM, ocyIlleCTBISIONINX
ynpaBieHue KoMrnoHeHTamMu (BM, cepBepHbBIMU KOMIIOHEHTaMM, CUCTEMOM XpaHEHU ST
OaHHBIX) BUPTyaJIbHOU Cpedbl, 1 COOTBETCTBYIOIINX afMUHUCTPATOPOB MHPOPMAIHU-
oHHOM Oe3omacHocTtu (AWB) BM. [JomXHBI OBITH OnpeesieHbl 00sI3aHHOCTH JaHHBIX
aOMUHUCTPATOPOB U Pa3rpaHUUYeHNe UX ITPaB IOCTyIa, ONTUMAaJIbHEIM 00pa3oM obec-
neuyunBatomnre 6e3omacHoctb CK3U u BUPTYanbHOM MHOPACTPYKTYPHI B 1IEJIOM.

2.2 TpeboBaHHA K 3alIUTE XOCTOBOM IBM u cpencTB
BHPTya/IH3allHA

2.2.1 TpedoBaHHsI K TEXHHYECKHM CpeICcTBaM

9BM, Ha KOTOPHIX YCTaHaBINBAIOTCS cpencTBa BupTyanusauuu u CK3U B co3gan-
HOM 3TUMU CpPeCTBaMU BUPTYyaJIbHOM Cpefde, MOJIXKHEBI ObITh JOMYILEHH A1t 06paboT-
KM MHpOpMalUHU II0 OeucTByOIUM B PO TpeboBaHUAM 110 3alluTe MHGPOPMAIUU OT
YyTEYKHU 110 TEXHHUYECKHM KaHajlaM B COOTBETCTBHHU C MOMEJBIO yIPO3, IPUHATOU B
SKCIIJIyaTUPYIOIlel OpraHu3alliu.

O6opynoBaHue, Ha KOTOPOe yCTaHaBIUBAeTCs TUIIEPBU30D, He NOJIZKHO CO37aBaTh
yrpo3y 6e3onacHoctu OC u runepsu3opy. HegomnycTuMo UCIOIb30BaTh HECTAHAAPT-
HBI€ allllapaTHBIE CPeACTBa, UMEIOIe BO3MOKHOCTD BJIMATH Ha HOPMaJIbHBIN X0 pa-
60Tel KOMIbIOTEPa, OC UMM rUIIepPBU30pPa.

IomKHBI OBITH BHIITOTHEHHI TPEOOBAHUS IO pPa3MelleHni0 QU3UUYEeCKUX (XOCTOBBIX)
9BM, Ha KOTOpPEIX pa3BepHYTH BM c ycranoBneHHEIM CK3U, nipuBeneHHEbIEe B OKY-
meHTe BAMB.00060-06 93 01 «CK3U «Banupgata CSP» Bepcus 6. PyKOBOOCTBO af-
MUHHCTpaTopa HHGOPMaIMOHHON 0€30IaCcCHOCTH».

2.2.2 TpedoBaHHsI IO YCTAaHOBKE IIPOrpaMMHOI0 oOOecIedYeHHsI Ha
x0oCcTBYyI0 9BM

K ycTaHOBKEe OOIIIECHCTEMHOTO U CIIeIIHaIbHOTO ITPOrpaMMHOT0 obecrnedeHus (e
mom 4uc/ie Nnpo2pamMmMHO20 obecnedyeHusl cpedcme supmyaau3duuu), a Tak-
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xe CK3H, pmomyckaroTcs nula, IPOIIEAIIne COOTBETCTBYIOIIYIO ITIOATOTOBKY M U3Y-
YHWBIME OOKYMeHTaluio Ha cooTBeTcTBYMoIee [10 u Ha CK3U.

[Ipu yctanoBke CK3U, cuctemHoro u crnenuanbHoro I10, a takxke 1O cpencTs
BUPTyalnu3aluu cjienyeT coOI0AaTh ciaenyloiue TpeOOBaHUSA:

— ycraHoBKa 1O Ha TeXHUYECKUX CPEICTBaX, NpefHa3HauYeHHHIX AJI1 PaboThl CO
cpenctBamu Buptyanusanuu 1 CK3U B co3maHHOM 3TUMM CpeCTBaMU BUPTYaIbHOMU
cpene, OOJIZKHA BHIIOIHATHCS C JIMLIEH3UOHHBIX Konul [10, nony4yeHHBIX 0pULraIbHO
y IOCTaBIIMNKaQ;

— TIpaBOM YCTaHOBKM 1 HaCTPOUMKU runepsu3opa u rocteBor OC gonxkeH ob1agaTh
ApvuaucTpaTop BM, HO TONMBKO OO KOHTPOIeM AOMUHKCTPaTOpa UHGOPMAaIlMOHHO!
6e3omacHocTu BM;

— [OJI2KHa OBITh MCK/II0UEeHa BO3MOXKHOCTD 3arpy3KU U MCIIOJIb30BaHUS XOCTOBOU
OC, oTnIUYHOM OT MPEeayCMOTPEHHOM IITAaTHON PaboToM’;

— [OJI2KeH OBITh OpraHnu30BaH KOHTPOJIb IleftocTHOCTHU [10O cpencTB BUpPTyanu3aluu
U TUIIEPBU30Pa B COOTBETCTBUU C TpeboBaHusIMU mokymeHTa BAMBE.00060-06 93 02
«CK3HU «Banupmata CSP» Bepcus 6. KOHTposib 11e710CTHOCTU. PYKOBOACTBO afMUHU-
cTpaTopa MHGOPMaIMOHHON 6€30ITaCHOCTH .

2.2.3 Hacrtponka xocToBoH 9BM

AnmMuHMUCTpaTOp MHpOpPMalMoOHHON Oe3omacHOCTM BM momxXkeH CKOHUTYPHUPO-
BaTh XOCTOBYI0 IBM u cpefcTBa BUPTyaJM3allMM, B Cpele KOTOPOU IIJIaHUPYEeTCS
ncmnonb3oBaTh CK3U, u oCyIIeCTBISATh IEPUOANYECKHM KOHTPOJIb BEIIIOJTHEHHBIX Ha-
CTPOEK B COOTBETCTBUU CO CJIEAYIOITUMHU TPEOOBAHUSIMMU:

— B BIOS/UEFI xocToBo# 9BM mosKHBI OLITh 3afiaHbl YCTAHOBKU, UCKITIOYaIOIINe
BO3MOXKHOCTH 3arpy3kKu xocToBou OC (unm runepBrU30pa), OTIUYHOU OT YCTaHOBJIEH-
HOM Ha XKEeCTKOM JUCKE: OTKJII0UYaeTCs BO3MOXKHOCTD 3arpy3Ku ¢ THOKOTO ONCKa, IIPU-
Boza CD-R u npouue HecTaHOapTHBEIE BUOBI 3arpy3Ku OC, BKIIO4Yas CETEBYIO 3arpys-
Ky. He npumenswotrcsa 3BM ¢ BIOS/UEFI, ucknaroyariiuMl BO3MOXKHOCTb OTKJIIOYe-
HUS ceTeBou 3arpy3ku OC;

— IonKHa OBITh UCKIII0YEeHa BO3MOXKHOCTh yAAJIEHHOTO YIIPaBlIeH!A, aiMUHUCTPU-
poBaHuA U MoguduKauu xoctoBoi OC (unu runepBu3opa) U €€ HaCTPOEK;

— cpenctBamu BIOS/UEFI xocToBo# 9BM monxkHa ObITh HCKIIIOUEHA BO3MOXKHOCTD
oTKIO4YeHusa nonb3oBatensaMu [SA u PCI ycTtpoiicTB npu ucnonb3oBanuu C3U ot
HCI, yctarasnuBaeMsix B ISA u PCI pa3bewm;

— HeoOXOOMMO MPEemyCMOTPETh MEepPhI, UCKIII0YAOIIue BO3MOXKHOCTb HECAHKIINO-
HUPOBAHHOTO HeOOHaApyKUBaAaeMOro M3MEHEHUs almnapaTHOM YaCTH XOCTOBOM 9BM
(HampuMep, MyTeM OomnedaThIBaHUS CUCTEMHOT0O 0JI0Ka ¥ pa3beMOB XOCTOBOM DBM);

— [OJIsL TUTIepPBU30pa HeoOXOOUMO MCII0/Ib30BaTh cCTaTU4YecKuil IP-agpec;
— "Heobxogumo oTkIounTh SDK runepsuzopa (Managed Object Browser);

— HeoOXOOMMO YCTAaHOBUTH Ha MaKCHUMAaJIbHBIM yPOBEHb 0€30IIaCHOCTU HCIIOJIb30-
BaHue VIB nmaketoB (VMWare Certified);

— [OJIs yIOpaBJIeHUS TUIEPBU30POM, OIS B3aUMOOENCTBUS rumnepsu3opa ¢ CX]I u
IJIs1 B3aUMOIeMCTBUS TUIIEPBHU30Pa ¢ BM moJIzKHBI KCITIOIB30BaThCS KAK MUHUMYM TPU
pa3InYHBIX BUPTYyaJIbHEIX KOMMyTaTopa (VSwitch).
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2.2.4 IJKcIuTyaTalusi X0CTOBOM IBM u cpeacTB BHPTYA/IM3allHH

[Tpu skcnnyatanuu CK3M B BUPTya/lbHOM Ccpele HOIXKHBI COOJII0faThCs ClIenylo-
e TpeboBaHU:

— OoXKHa OBITh UCKII0YEeHA BO3MOXKHOCTL PabOThHI Ha XOCTOBOM IBM c ycTaHOB-
nenHou BM, Ha koTtopou skcnnyatupyetrca CK3U, ecnu Bo BpeMsi e€ HadaJIbHOU 3a-
TPY3KU He MPOXOOSAT BCTPOEHHBIE TECTHI, a TaKXKe eCJIM UMeIOTCSI COOM UJIM OTKAa3Hl B
paboTe mmporpamMHuo-anmapaTtHeix C31 ot HCII;

— IepuogUYecKd AIMUHUCTPATOPOM MHGOPMALMOHHON 0Ge30IaCHOCTU NOJIXKHEIL
KOHTPOJIMPOBATLCS COXPAHHOCTh OOOPYHNOBAHMS M II€JIOCTHOCThL IIedaTell Ha XOCTO-
Bou OBM;

— 3alpellaeTcs CHATUE 3a7iay C BLIIIOJIHEHU S [IPU IIOMOIIU BEIKJIIOYEHUS ITUTaHUS
xocTOBOM OBM unu HaxaTtus Ha KHONIKY «RESET» Ha cucteMHOM OJ10Ke (OJis BEIXOHa
13 paboTh HEOOXOOUMO IIPUMEHSTH IITATHHIE TIPOLIEAYPHI, IPUHSATHIE B COOTBETCTRBY-
romnreur OC);

— 3allpelllaeTCd HECaHKIITMOHUMPOBAHHOE BCKPLEITHE CHUCTEMHBIX 0JIOKOB U pa60Ta
IIPX HapPpYIIEeHHUHU IeJIOCTHOCTH rnevyaTeu (Ha CHUCTEMHEIX 6J'IOK8.X),’

— 3ampelaeTcss BHOCUTh KaKue-mubo U3MEHEeHHus B ITPorpaMMHOe obeclieueHue
cpencTB BupTyanusanuu, BM u CK3H.

2.2.5 CucreMa ynpaBJIeHHsI BUPTYaJILHOM CpeaoH

Cucrema ymnpaBjieHUs BUPTyaJIbHOM CPEeOou U CepBePHbIE KOMIIOHEHTHl BUPTYyallb-
HOU Cpedbl OOJIKHEI pa3MellaThbCsa B OOHOU UJITU HECKOJIBKUX KOHTPOINPYEMBIX 30HaX
(K3).

Ecnu cucteMa ynpaBijieHUs BUPTYaJIbHOU Cpelou U CepBEPHBIE KOMIIOHEHTHI BUP-
TyaJIbHOU CpeObl pacIliojioXKeHbl B pa3Hbix K3, KaHa/l CBI3U MeXAy 3TUMHU KOHTPO-
JIUPYEMBIMH 30HAMU HOOIXKEH OBLITh 3aIlUIIEH C MCIIOIb30BaHUEM CPEMCTB KPHUIITO-
rpadguuecKou 3alldThl CETEBOTO Tpaduka, UMEIINX ITOJ0KUTEIbHOE 3aK/II0UeHNe
u/unu ceptudurkatr coorsetctBuss ®CBH Poccuu. [Ins corimacoBaHUs CeaHCOBBIX KITIO-
yer mudpoBaHUS HEOOXOAHMMO HMCIIOIb30BaTh KPUIITOrpadruuecKue IMPOTOKOIH! (Ta-
kue, kak TLS, mpotokonsl [PSec), oGecrieynBalomniye 3aluTy CEaHCOBBIX KIIOUEN U
ayTeHTU(PUKAINI0 B3aUMOAEeCTBYIOIINX CTOPOH.

[Tpu opranHusaumm ymajleHHOro ymnpaBieHuss BM B mpemenax K3 gns maHHOTO
yIpaBJIeHUsl OOJIKEH MCIOJIb30BaThCSA BBIAEJIEHHBIM CETMEHT JIOKaJbHOU CEeTH, He
MMEIOIIUY BEIXO4a BO BHEIIIHUE CETH.

IlpumeuyaHue — BupmyaavHasa uH¢ppacmpykmypa (uHppacmpykmypa supmydasau-
3auuu, sBupmyasivHasa cpeda) — 8 3agucuMocmu om KoHmekcma aubo MHO}#cecmao
npo2pamMmHoO-annapamuyslx cpedcma, obecneuusarou,ux pazgépmoi8aHue BM, aubo
camu amu BM u cucmema ux ces3setl medtcdy cobol.

PabGouee MecTo agMuHUCTPaTOPa BM moJ:KHO HaXOOUTHCS B ITpeeax mpeaHa3Ha-
YeHHOU OJisa Hero K3.

CeTb yIpaBlIeHUSI BUPTYaJIbHOM Cpenou mojisKHa ObITh BhIIEIeHa B OTHEJIbHBIN ce-
TEeBOU CerMeHT. [IJI 3allUThHl JaHHOTO CerMeHTa OOJIKHBI UCII0JIb30BaThCSA CPEACTBa
MEeIKCEeTEeBOro S9KpaHUPOBaHUS U IPegOoTBPallleHUus BTOPXKEHUMN.

CeTp ynpaBJieHUs BUPTYaJbHOU MHPPACTPYKTYPOU He HOJI?KHAa ITOOKJII0YAThCS K
00IIIeqOCTYIIHLIM CETSIM (CEeTsSIM, MOCTYII K KOTOPBHIM HE OTPaHUYEH OIpefesIEHHBIM
KPyTrOM JuL).
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2.2.6 TpedoBaHHs K CHCT€Me XPaHEHHUsI JaHHbIX

B CXH OOJIZKHBI OBITH BBEIOEJIEHEI JIOTUYECKHE DPa3delibl, ITpedHa3Ha4Ye€HHbIE OJId
XpaHeHud:

— 3TaJIOHHBIX 00pa30oB BM c yctaHoBeHHbIMU Ha HuXx CK3H;

— HapaMeTpPOB HACTPOUKU T'HIIEPBHU30PA U IIPOrpaMMHOT0 obecnedyeHusi, Heo0Xo-
OUMOTO [JIsT ero QYHKIIMOHUPOBAHUS.

Hoctyn Kk CX]I moI2KeH OCYLIECTBIIATHCS TOJILKO C UCIIOJIb30BAHUEM CpeLCTBa BUP-
Tyanmu3aliuu (TuIepBrU30pa) U CUCTEMBI PE€3EePBHOT0 KOITUPOBaHus. [IpsiMou HOCTYII K
CX]I c pabouux MecT IOIb30BaTeNIel He OIIyCKaeTCs.

HocTtyn K noruyeckuM paspgenaM CX]II, UCIIOIb3yEeMBIM [JI XpaHEeHUSA 3TaJIOHHBIX
006pa3oB BM c yctaHoBnenHbIMY Ha HUX CK3U u o1 XxpaHeHus: JaHHBIX TUIIEePBU30Pa
1 IPOrpaMMHOro obecrnedyeHus, He0OXOOUMOTI0 AJisd ero QYHKIIMOHUPOBAHUS, IOJIXKEH
MMPEeaoCTaBIsATLCS TOJIBKO OJIst pabo4Ymx MeCT aAMUHHUCTPaTOpoB BM.

CpenctBa BhIuuMcnuTenbHou TexHuku (CBT) u mporpaMMHOe oOecriedyeHue, HC-
MoJib3yeMoe O GyHKIMoHupoBaHusa u ynpasneHust CX]I, a Takxke pabodyue MecTa,
HWCIIOJIb3yeMEbIe [Jis LleJied yIIpaBjieHusa U agMUHUCTpUpoBaHus CX]I, DOJI2KHBEI HaXo-
OUTHCS B Impegenax K3.

Paboune mecTa, UCIIOJIb3yeMbIe [JIsI BRITOJTHEHUS 3afa4d YIPaBJIEHUS U adMHHU-
ctpupoBaHusa CX]I, DOKHBI pacmojiaraTbCs B CIelHajibHO BBIOEIIEHHOM CErMeHTe
JIOKaJIbHOM BBIYMCIIUTEJIBHOM CeTU. Pa3MellleHre B yKa3aHHBIX CETEBBIX CErMeHTax
CBT, He cBA3aHHBIX C BHIIIOJIHEHMEM 3aja4 agMuHucCTpupoBaHusa CX]I, He OomycKa-
eTcs. BelmosmHeHUe 3aay4, CBSI3aHHEIX C YIIpaBJIeHueM U agMUuHUuCTpupoBanueMm CXI]I,
C MCIOJIb30BaHUEM MHBIX PA00UYNX MECT IOJI2KHO OBITh 3amlpelneHo cepTUuUImpoBaH-
HBIMU CETEBHIMU TEXHUYECKHUMU CPeOCTBaMHU.

ITonKeH BRHITIOIHSATHCS KOHTPOJIb IIEJIOCTHOCTHU ITporpaMMHOro obecrneuyenus CX]I,
B TOM YHUCJIE, IIPU 3arpy3Ke YKa3aHHOI'O ITPOTrPaMMHOT0 00ecIieueHus.

g mocTtyna K nmorudeckuM paznenam CX]II ¢ o6pazamu BM ¢ ycTaHOBJIEHHBIMU
Ha HuX CK3U gonKeH MUCII0/Ib30BaThCsl CUMBOJIBHBIY I1aPO0JIb, COOTBETCTBYIOIIUHU TPE-
6oBaHusM mokymeHta BAMB.00060-06 93 01 «CK3U «Banugata CSP» Bepcus 6. Py-
KOBOICTBO afMHUHHCTPaTOpa NHOOPMAIITMOHHON 6e30IIaCHOCTH».

CerMeHT IOKaJIbHOM CETHU, BhIAEJIEHHBIN 11 0oOecIiedyeHus: JOCTyIla K YIIPaBJIsio-
muM naTepdericam CX]II, momxkeH OBITh U30JIMPOBAH OT CeTel OOIIero Mmojib30BaHUS.

IomxkHO OBITH OOecliedeHO pal3rpaHuWYeHHe JocTyma K ¢aiiiaM o0pa30B AUCKOB
BM, xpausamuxcsa B CX]I.

2.2.7 TpedoBaHHusi K MUTrpanluu oOpa3oB BM

Murpanus o6pa3oB BM c yctaHoBneHHBIM Ha HuXx CK3U mosmkHa OCyIeCTBISATHCS
B BBIIEJIEHHOM M30JIMPOBAaHHOM CErMeHTe JIOKaJIbHOM CeTU B IIpefesiax KOHTPOJIUPY-
€MOU 30HBHI.

[Ipu nepemaye o6pa3oB BM uepe3 npocTtpaHcTBO BHe K3 HE0OXOOMMO MCIIOJb-
30BaTh KaHAaJIbI, 3alIUIlEHHLEIE CPEeOCTBaMM IMH(PPOBaHUSA, UMEIOIIUMHU CEePTUPUKAT
YIIOJTHOMOYEHHOT' O opraHa. [Ipu aToMm OJig corjiacoBaHUS CEaHCOBBIX KJTI0Uel MU PO-
BaHMS HEOOXOOMMO HCIIOJIb30BaTh KPUIITOTpadUuieCcKre MPOTOKOIH (Takue, Kak TLS,
nmpoTokoJibl IPSec), obecrieuynBaloniie 3allluTy CEaHCOBHIX KII0Yed U ayTeHTUdHKa-
LIMI0 B3aUMO[EUCTBYIOIINUX CTOPOH.
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2.2.8 3ammuTa OT CeTeBbIX aTaK Ha THIIEPBU30P

IocTtyn K mHTEepdelicaM THIepPBU30pa U CPEACTB yIpPaBJIeHUs BUPTyaJIbHOU HH-
(¢ppacTpykTypol c mnanugapMa, Haxopnsierocs BHe K3, monmKeH OCYIIeCTBISTHCS C
HUCIIOIb30BaHUEM KPUIITOTpapUyUecKUX MPOTOKOIOB, 00ecneduBaoIllnX ayTeHTUuhu-
KallUIo B3aUMOOENCTBYIOIIUX CTOPOH, KOHTPOJIb IIEJIOCTHOCTHU U, IIPU HEOOXOOUMOCTH,
mrdpoBaHUe IIepegaBaeMo nHPOPMaIUH.

IomKHBI OBLITH PEAaIU30BaHbl CIIEAYIOIINE MEPHI:

— WCIIOJIb30BaHUWE MEeKCETEBBhIX 3KPaHOB U CUCTEM NIpPefOoTBpallleHUs BTOPKEHUU
o punbTpaluu ceTeBoro Tpaduka cucTteMsbl ynpaBiaeHuss BM u 6710KUpoBaHUS ce-
TEBBIX aTakK;

— CBOeBpeMeHHas yCTaHOBKa 00HOBNeHuu 6e3omnacHocTu 1O runepBu3opa;

— OTHeJieHue TIPOAYKTUBHOM CETU OT CETU yIpaBIeHUs CcepBepaMHy BUPTyasin3a-
ouu;

— KOHTPOb LenocTHOCTH ITO u HaCcTpoeK TUIlepBU30Pa;

— perucTpalus AedCTBUM afMUHHUCTPATOPOB BUPTYaJIbHOM CPEMHI.

2.2.9 3ammuTa OT aTaK, HCHOJIb3YIOIIHUX HEIIO/IHYI0 U30/1sa1uin BM

HacTpoiikaMu runepBu30pa OOJIKHO OBITH 00eCIIeYeHO BHIIIOTHEHUE CIIEOYIOIIUX
TpeOOBaHUIM:

— BHITEeJIeHUue OJis Kaxkgoi BM oTtmenbHOUM 00J1aCTH OIIEePATUBHOM ITAMSTH XOCTO-
BOM MAIIINHEI;

— 3anpeT nHPOpMaIMOHHOTO oOMeHa Mexkay BM c mcnonb3oBaHUEM OOIUX pe-
CYPCOB XOCTOBOM MaIIWHBI, B TOM YUCJIe OOIIUX 00JlacTeil onepaTUBHOM MMaMsSTHU XO-
CTOBOM MAlIINHBKI;

— 3anpeT uHpopMaloHHOT0 0OMeHa Mexay BM u mporpaMMHBIMHU ITPOIleCCaMU
1 OIlepallMOHHOM CHCTEMOM XOCTOBOM MAaIIIMHBI, HA KOTOPOU QYHKIIMOHUPYET TUIIEP-
BU30p, C MCIIOJIb30BaHKMEM OOIINX PECYPCOB XOCTOBOM MAIIMHEI, B TOM YUCJIe OOITUX
ob1acTeil orlepaTUBHOM MaMSTU XOCTOBOM MAIIIMHEI;

— 3anpeT HHGOPMAIIMOHHOTO OOMeHa MeXK[Oy MPOrPaMMHBLIMU IIPOIleCCaMU, HC-
IMOJIb3YEMBIMH [IJISI MOCTYIIA II0JIb30BaTenel K BM, 1 MHBIMU ITPOTrPaMMHBLIMHU ITPOIIEC-
caMU C HCIIOIb30BaHUEM OOIIMX (pa3geisieMbiX) PECYPCOB.

2.2.10 TpebOoBaHHue K ynpaB/JI€HHIO JOCTYIIOM

ITaTHBRIMU CpeOCTBAaMU BUPTyaJU3alluy OOJI2KHO BBINIOJIHATHCS yIpaBJIeHHWE OO-
CTyIioM CyOBEKTOB AOCTyNa K 00beKTaM JOCTyIla B BUPTyaJIbHOU UH(PPACTPYKTYpPE, B
TOM 4ucCJie BHyTpu BM.

2.2.11 TpedoBaHHE K perucTrpanu COObLITHH

[IITaTHEIMU CPEeACTBAaMU BUPTYyaJIM3allNMU [OJI?KHA BHIITOHSITHCS PErUCTPAIUs CO-
ObITHUI 6€30MMaCHOCTU B BUPTYallbHOU UH(PPaCTPyKType.
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2.3 TpeboBaHusa K 3amure BM

2.3.1 Hacrpoiika roctesou OC

ApMmuHuCcTpaTop MHGOPMAaIMOHHOM Oe3omacHOCTM BM momkeH CKOHGUTYPHUPO-
BaTh rocteByio OC, B cpefe KOTOPOU IjlaHupyeTcsa ucnonb3oBatb CK3U, u ocyiiecTs-
JIATh IEPUOONYECKUUN KOHTPOJIb BHITTIOJTHEHHBIX HACTPOEK B COOTBETCTBUU CO CIIEOYIO-
UMM TPpeOOBaHUSMU (OOIOTHUTEBHLIMU 110 OTHOIIIEHUIO K IIepeYruCIeHHBIMU B [O-
kyMeHTe BAMB.00060-06 93 01 «CK3HM «Banupata CSP» Bepcus 6. PykoBoncTBo ap-
MUHHUCTPaTopa HHGOpPMaInoHHOM 6€30IMacCHOCTU»):

— Heo0XOOMMO UCKIIIOUUTh OgHOBpeMeHHYI0 paboTy B OC ¢ paboTatomum CK3H u
3arpyzKeHHOU KJII0YeBOU HHPOpMallell HeCKOJILKUX II0JIb30BaTeJiel B Cliydae, Koraa
HEBO3MOXXHO OPTraHU3allMOHHO-TEXHUYECKUMU MepaMU UCKIIIOYUTH AOCTYII IOJIb30-
BaTeJIs K KIII0YeBOU MH(POPMAIIUU OPYTUX II0JIb30BaTelew;

— BM c yctaHoBneHnHbIMU Ha HUX CK3HW He mOmXKHBI OBITH ITIOOK/IIOYEHEl K CETSIM,
OOCTYI K KOTOPHIM He OrpaHUUY€eH ONpPeleI€HHBIM KPYTroM JINLI;

— 3amnpemniaetcs ucnonb3doBanue VMWare Tools;
— 3ampellaeTcs UCIOJIb30BaHMe IPUOCTaHOBKU BM (pexkuMm Suspend);

— nOpwu ucnonbloBauuu VCenter peKOMeHAYeTCS OTKIIIOYUTH ITPSAMOM HOCTYII K TH-
nepBu3opy (Enable Lockdown Mode).

2.3.2 TpedoBaHHs K CO3TaHHIO CHAIIIIIOTOB

IomkHO OBITH 3amIpelleHo Co3MaHue CHAIIIOTOB ITpu paboTatomieM CK3U.

2.3.3 3amuTa yTaJI€eHHOH 3arpy3KH KJIIOUYeH

IomnkHa OBITH OOecIleyeHa 3allluTa KIIIoueBol uHpopMaluu cpeacTBaMu mudpo-
BaHUS, UMEIOIIUMHU CepPTU(GUKAT YIIOJTHOMOYEHHOT0 opraHa. [Ipu aTom paboyee me-
cto AUB BM, ocy1ieCcTBASIONIET0 YOaTE€HHYIO 3arpy3Ky K/II0Uel, JOJI?KHO HaXOOUThCS
B IIpeesiaX OTBEIEHHOM [IJII HETO KOHTPOJIUPYEMOM 30HHI.

I719 ymanmeHHOM 3arpy3Ku Kiaodel B BM (unu B TepMUHAIbHYIO CECCUIO Ha BUPTY-
aJIbHOM CepBepe) MOoIb30BaTelb Ha cBoel pabouelt ctanuuu ¢ OC Windows u ¢ ycra-
HoBJIeHHBIM CK3W monkeH MCHOOJIb30BaTh KIIOUEBOM HOCHUTEJIb THUIA CMapT-KapTa,
HanpumMep, vdToken. [Tonb30BaTenb NOOKIIOYaeTCsa K cBoeld BM unu TepMuHaIbHOU
ceccuwu 110 mpoTokomny TLS unu IPSec (KoTopsiii 000pavyruBaeT U 3allUIlaeT IIPOTOKOII
RDP). IIpu 3TOM €ro KJjir0o4eBOU HOCUTEJIb CTAHOBUTCS AOCTYIHBIM B BM unu tepmu-
HaJIbHOW CECCHUH OJIS 3arpy3Ku (eCiiy K104 U3BJIeKaeMHbIl) Un OJid BeiuuciaerHus Il
U mudpoBaHus (€CJIK KII0Y He U3BJIeKaeMbill), T.K. BM (TepMuHabHasi CECCUS) «BU-
ouT» vdToken nonb3oBaTens no mpoTtokony PC/SC.

B maHHOM ciydae Kak 3arpy3Ka KJIoda, TakK ¥ 0OOMeH JaHHBIMU MeXKy yOal€HHOU
paboueli ctannuel u pabouum mectoM AWB BM mosKHEI OBITh 3allUINEHB CEPTUDU-
IMPOBAHHOM peanu3anuel npotokosa TLS (unu [PSec).

[171s1 corytacoBaHUSA CEaHCOBHIX K/II04Yel MU(PPOBaHUA, UCIIOIb3YEMBIX AJIS 3aIIUTHI
KaHaJIOB yOaJIEHHOM 3arpy3Ku, He0OXOOUMO HCII0Ib30BaTh KpUNTOrpaduiecKue mpo-
TOKOJHI (Takue, Kak TLS, mpotokonsl IPSec), o6ecreuynBalonye 3aiiuTy CeaHCOBBIX
K/II04Yel U ayTeHTU(UKAIIUIO B3aUMOOENCTBYIOIIUX CTOPOH.
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2.3.4 3amuTa OT ceTeBbIX aTaK Mexay BM

BM c ycranoBneHHBIMU Ha HUX CK3HW momXKHBI pa3MeIlaThbCs B OTAEIbHBIX CETMEH-
TaX JIOKaJIbHBLIX ceTed B npeaenax K3.

Pa3nenenue ykasaHHBIX CETMEHTOB JIOKAIbHBIX CETeN U MHOOPMAIIMOHHBIN 00MeH
MeXKy HUMM OOJIXKHBI OCYIIECTBISATHCSA JINOO C UCIIOJIb30BaHUEM (PU3UUECKUX CEeTe-
BBIX TEXHUYECKUX CPENCTB, JIMOO MPHU MOMOIIU BUPTYaIbHBLIX JIOKAJTbHBIX BBIYUCIIU-
TEJIbHBIX CETEH.

I[onxkeH OBITL 3ampenieH nHGOPMAIlMOHHEIN 00MeH Mexkay BM c HCIIoIb30BaHU-
eM OOIIUX PecypCoB XOCTOBOM MaIlIMHEI, B TOM 4YUCJIe 00IIMX o6lacTeil onmepaTUuBHOMN
MMaMsITU XOCTOBOM MaITUHHI.

II719 omepaTUBHOM ITaMSTHU BBIMIOJIHEHME OAHHOTO TPeOOBaHMS aBTOMATUYECKU
obecreunBaeTcs: cpeactBamu Hyper-V u VMWare. Heob6xoguMo Takzke 00eCIedYuThb
HEBO3MOXKHOCTh MOOKIIOYEHHUS 110 ceT BM K cBoel XOCTOBOU MalllmHe (HaCTpOMKa-
MU OpaHOMayspa HU/UJIM CETEBHIMU MOJIUTUKAMHU) U HEBO3MOKHOCTL YTEHHUS OHCKOB
XOCTOBOM MaIlIKWHE B BM (HacTporikamu BM, Kacarommxcs OOCTyIla K JTOKaJIbHBEIM pe-
cypcam).

2.3.5 TpedoBaHus K ayTeHTH(PHUKAIIUU aTMHHHCTpPaTOopa
rHIIEpBH30pa

[na ayTeHTHU(UKaUMyU agMUHUCTpPaATOpa TUIEepBU30pa OOJI2KEH UCII0JIb30BaThCs
CUMBOJIbHBIM TIapOJIb, COOTBETCTBYIOUINM TpeOOBaHUAM, NPUBEOEHHLIM B TOKYMEH-
Te BAMBE.00060-06 93 01 «CK3HU «Banupgata CSP» Bepcus 6. PyKOBOOCTBO agfMUHU-
cTpaTopa HHGOPMalOHHON 0€30IIaCHOCTU».
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3 KOHTPOJIb IEJIOCTHOCTH II0

Heobxogumo opranusoBath [10 CK3U u rocreBoirt OC B COOTBETCTBUU C TpebOBa-
HusaMmu gokymeHta BAMB.00060-06 93 02 «CK3U «Banupgata CSP» Bepcusa 6. KoH-
TPOJIb LIEJIOCTHOCTHU. PYKOBOOCTBO agMUHHCTpaTopa MHOpPMaUUoOHHOU OGe30IIacHo-
ctu». [Tepeuens dainos, moaseKalux KOHTPOJIIO LIeJIOCTHOCTU IPUBENEH B OKCIIITY-
aTauvoHHOU gokyMmeHTaruu CK3H.

3.1 KoHTpoIb 1e1ocTHOCTH 10 BUPTyaIbHOU Cpeabl

Heo6xoouMO BBEIIOJIHATH KOHTPOJIb II€JIOCTHOCTH CJIEAYIOIINX KOMIIOHEHTOB BUP-
TyaJIbHOU Cpembl:

— I1O runepBu3opa (cepBepa BUPTyaInu3aluu);
— HACTPOEK TUIIePBU30Da;

— obpaz3oB BM, B TOM 4ucie, 3TaJIOHHBIX 00pa30B8 BM, ncnonb3yo0IuXcs Ipu pas-
BEPTHIBAHUU HOBHIX BM;

— T1O cepBepoB yIIpaBieHUs BUPTyaJIbHONM NHGPACTPYKTYPOH.

II719 KOHTPOJIA 1EeJIOCTHOCTU HPOrpPaMMHBIX KOMIIOHEHTOB BUPTYaJIbHOU Cpenbl
dysrumonupoBanuss CK3HW criemgyeT mCnonb30BaTh IPOrpaMMy KOHTPOJISA LE€JIOCTHO-
ctu hashfile, nporpaMmMHBIe CcpencTBa KOHTPOJIS II€JIOCTHOCTH H/WUIM allllapaTHLIe
cpencTBa 3amuTe uHGopmalmu oT HCII. ITpu sTOM MpuMeHsieMble CPenCTBa OOJI2KHEI
UMEeTh CepTUdUKAT COOTBETCTBUS H/UJIU MTOJIOXKUTEIbHOEe 3aKmiouenrne ®Ch Poccuu.

PekoMeHyeTCs UCIIOJIb30BaTh PETIaMEHT KOHTPOJIS 1IEJIOCTHOCTH IIPOTPaMMHBIX
KOMIIOHEHTOB BUPTYaJIbHOM CPenbl, aHAJIOTUYHLIN perjiaMeHTy KOHTPOJIS LeJIOCTHO-
ctu 10O cpepnbl pyukmuornupoBanusa CK3U Ha annapaTHou (hu3ndeckoii) nnatdopme
(cMm. mokymeHT BAMB.00060-06 93 02 «CK3U «Banugata CSP» Bepcus 6. KOHTpoIb
11eJIOCTHOCTH. PYKOBOCTBO afMUHUCTPATOPa UHPOPMAIIMOHHOM 0€30ITaCHOCTU»).

ITpumeuaHue - Bo3mMoOdceH 8apuaHm KOHMpO/as ueaocmHocmu ¢paiisio8 eHympu
BM u3 xocmoseoti OC npu ucnoav3osaHuu I10, no3goasAawuw,e20 «gsudemuv» ¢patinvl HA
Oucke BM u3 xocmosou OC.

3.2 TpeboBaHHus K 3TAJIOHHBIM H 3arpy3049YHbIM 00Opa3am BM

[Tpu co3maHuM 3TAJIOHHBLIX 00pa30B BM mpenBapuUTeIbHO [OJI2KHA OBITH BHIIOJIHE-
Ha ITPOBEepKa:

— COOTBETCTBHUS ITapaMeTpPOB M HacTpoekK BM ycTaHOBJIEHHBIM TpeOoBaHUSAM Oe3-
OITaCHOCTH;

— nenoctHoctu cucreMHoro IIO rocteBou OC u IIO CK3M ¢ uUCOOIB30-
BaHWEM CePTUPUIIMPOBAHHBLIX CPENOCTB KOHTPOIS IIEJIOCTHOCTU (CM. HOOKYMEHT
BAMB.00060-06 93 02 «CK3HU «BanumaTta CSP» Bepcus 6. KOHTPO/Ib IEJIOCTHOCTH.
PyKoBO[CTBO agMUHUCTPATOPa NHGOPMAITMOHHOM 6€30acHOCTH»).

[Tocne co3maHus 9TaJIOHHOrO oOpa3a (KioHa) BM morzkHa OBITH BHITIOJTHEHA KOH-
TpoJIbHasA ycTaHOBKa BM c maHHOTO 0Opa3a ¥ KOHTPOJIbHAS IIPOBEPKA I1eJIOCTHOCTHU
cuctemMHOro ITO roctesou OC u ITO CK3HU.

B cnydae ycrienrHou IIpOBEPKU C UCIIOIb30BAaHUEM CEPTU(MUIIMPOBAHHBIX CPELNCTB
KOHTPOJISI 1eJIOCTHOCTH [OOJI2K€H OBITh BHITIOJTHEH PACYET KOHTPOJILHOTO 3HAYEHUS
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daiina-obpasza mIs mocaenyrollnel IIPOBEPKU II€JIOCTHOCTHU 3TAJIOHHOTO oOpa3a.

[lepen ycTaHOBKOM 3TaJIOHHOTO oOpa3a Ha CepBepe BUPTyanu3aluu (TUIIepBU30-
pe) moKHa OLITh BHITIOJIHEHA ITIPOBEPKA €r0 IIeJI0OCTHOCTH.

I719 KaXXOoro 3TajloHHOTO oOpa3a BM momKHBI BBEIITOTHSATHCS MPOIeayphl 0OHOB-
JIEHUSI HAaCTPOEK, BKIIIOYEHHHBIX B 00pa3 mporpaMMHbIX KoMnoHeHT CK3U.

IIOJI2KHO BBITIOITHSITHCS CBOEBpPeMeHHOe OOHOBJIEHMEe HAacTpoeK BM, BKITIOUEHHBIX
B 9TAJIOHHEIM 00pas.

IlomKHa BHITIOHSATHCS CBOEBPpEMeHHasi yCTaHOBKa 00HOBIeHUu 6e3onacHocTu OC,
BKJIIOUEHHOM B 3TAJIOHHEIM 00pas.

3arpy3o4Hble 00pa3hl MOJIZKHEI CO3/TaBaThCS TOJBKO Iy1st BM, cO3maHHBIX C UCITOb-
30BaHMEM 3TAJIOHHBIX 00pa30B. IIpu 3TOM HOIKHO OLITH MCKJIIOUEHO BHECEHME B 3Ta-
JIOHHBIN 00pa3 U3MEHEHUH, BHIIIOJTHEHHBIX IPHU CO3[aHUN 3arPy304YHBIX 00pa30B.

IMonxkHO OBITH 3alpPeENeH0 KOMUPOBaHME TeKyIIux o0pa3oB BM, BKIIOYaloIuX B
cebss CK3MU.

IlonkeH OBITh PErTaMeHTUPOBAH MO3K3EMIIJISPHBIA YUYET UCIIOJIb3yEeMBIX 3TaJIOH-
HBIX 00pa30B BM, a Takxke mosk3eMmisipHbii yuét CK3M, ycTaHaBIMBaeMBIX C HC-
II0JIb30BaHNEM 3arpPy30YHBIX 00pa30B.
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IIEPEYEHBb COKPAIIIEHUN

ABTOMaTH3UpPOBaHHOE pabouee MeCTO

BupTtyanbHasa MalivHa
HHpopMaIimoHHO-TEIEKOMMYHUKAIIMOHHBIN (Cpeaa, peCcypchl
U T.O.)

KouTponupyemas 30Ha

OmnepanoHHas cucTeMa

[IporpaMMHBIN KOMIIJIEKC

[TporpaMMHOe obecrieyeHune

CpencTBa BEIYMCIUTEIILHON TEXHUKHU

CpencTBo KpunrorpadudeCKou 3alluThl HHPopMaluu
Cpena GyHKIIMOHMPOBAHUS KPUIITOCEPBEPA

CucrteMma XxpaHeHHUsI JaHHBIX

OJNeKTPOHHAs BEIYMCIUTEJIbHAS MallliHa
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M
OOKYM maTa

1 Bce BAMB.060-06.002
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